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Step to Integrate

1. Create REST API Application in PayPal
2. Prepare the risk assessment data

3. Pass risk assessment data to PayPal API
4. Integrate PayPal checkout

1. Create REST API Application in PayPal

Log into https://developer.paypal.com with your Live PayPal account and create a PayPal REST
API' App under the Dashboard. When you create a PayPal app, PayPal generates a set of OAuth
client_id and secret keys for the application. PayPal generates these keys for both the PayPal

sandbox and live environments.
REST APl apps

Create an app to receive REST API credentials for testing and live transactions.

| Note: Features available for live transactions are listed in your account eligibility.

Create App

Helloworld 'j

App display name: Helloworld Z

SANDBOX API CREDENTIALS

Sandbox account

Client ID

AdssQRAE-

Secret

Show

*After that Pass the Client ID to your Integration Manager to enable the scope for making app

call.


https://developer.paypal.com/

2. Prepare the risk assessment data

And below the data that we need you to send to PayPal. If there is any field you cannot

provide, please kindly let us know and we need to talk to our team.

Data Field Name

Description

Data
Type

Format

Sample

Sender Profile — The fields in this section need not be included in the data transmission if either of these conditions exist:

* The merchant does not require the user to create a merchant account; that is, the user can perform the transaction
through a “Guest Checkout.” —or—

* The merchant offers PayPal at the cart as a “Shortcut” or as “Checkout with PayPal,” so that PayPal provides all the
consumer information.

on the partner/merchant platform

sender_account_id Unique identifier of the buyer account on | string Alphanumeric A12345N343
the partner/merchant platform

sender_first_name First name registered with the buyer’s string Alphanumeric John
partner/merchant account

sender_last_name Last name registered with the buyer’s string Alphanumeric Smith
partner/merchant account

sender_email Email address registered with the buyer’s | string E. 123 - Email john@sample.com
partner/merchant account Address

sender_phone Phone number (national notation) string E.123 - Telephone (042) 1123 4567
registered with the buyer’s Number (national
partner/merchant account notation)

sender_country_code Country code registered with the buyer’s |string ISO Alpha-2 Country |AU
partner/merchant account Code

sender_create_date Date of creation of the buyer’s account date ISO 8601 date format | 2012-12-09T

19:14:55.277-0:00




3. Pass risk assessment data to PayPal API

Customer View
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Create Payment Request

STC

SetTransactionContext Create Order Ca pture Order

Server View

Endpoint

Sandbox: https://api.sandbox.paypal.com/v1/risk/transaction-contexts/<Merchantld>/<Tracking-ld>

Live: https.//api.paypal.com/v1/risk/transaction-contexts/<Merchantld>/<Tracking-ld>

Merchantld:


https://api.sandbox.paypal.com/v1/risk/transaction-contexts/%3cMerchantId%3e/%3cTracking-Id
https://api.paypal.com/v1/risk/transaction-contexts/%3cMerchantId%3e/%3cTracking-Id

' Summary Balance Activity Reports Tools ~ More ~ Help

My Profile

Business information > Name Peter Chan Change

Email, address, phone, password and

more Email address (Primary) Update
Financial information >
Bank accounts, cards and more.

Address 1508, Central Plaza, Harbour Road.. Update
Account settings > (Home)
Notifications, customer ID and more. 71566176 Sky E137 S, Posta, Libisia. .

(Business)

Selling tools >
Getting paid, shipping and more Phone number +852 9557299484 (Home) Update

+852 9558976659 (Business)

Password REERERA Change

Security questions Who is your favourite historical person? Change
Who was your first boss?

Business information Goodland Il Update

Merchant account ID

Tracking-Id: A Universal Unique Identifier created by merchant for each transaction. For example: 1234567890

Example:



curl -v -X PUT https://api.sandbox.paypal.com/v1l/risk/transaction-
contexts/<MerchantId>/1234567890\
-H 'Content-Type:application/json' \
-H 'Authorization:Bearer <AccessToken> \
-d '{
"additional data": [
{
"key":"sender account_ id",

"value":"10000600"

"key":"sender first name",

"value" :“John"

"key":"sender country code",

"value":"US"

"key":"sender popularity score",

"value" :"low"




Create Payment
Include same PayPal-Client-Metadata-Id in a same transaction

curl -X POST https://api.sandbox.paypal.com/v2/checkout/orders \
-H "Accept:application/json" \
-H "Accept-Language:en US" \
-H "Content-Type:application/json" \
-H "PayPal-Client-Metadata-Id: 1234567890" \
-H 'Authorization:Bearer <AccessToken> \
-d '{
"intent":"CAPTURE",
"application context":{
"return url":"https://example.com/return”,
"cancel url":"https://example.com/cancel"
}y
"purchase units":[
{
"amount": {
"currency code":"USD",
"value":"100.00",
"breakdown": {
"item total":{
"currency code":"USD",
"value":"50"
by
"tax total":{
"currency code":"USD",

"value":"50"

} 1




Execute Payment
Include same PayPal-Client-Metadata-Id in a same transaction

curl -X POST https://api.sandbox.paypal.com/v2/checkout/orders/ORDER-

ID/capture \

-H "Accept:application/json" \

-H "Accept-Language:en US" \

-H "Content-Type:application/json" \

-H "PayPal-Client-Metadata-Id: 1234567890" \

-H 'Authorization:Bearer <AccessToken> \

Reference: https://developer.paypal.com/api/rest/requests/#paypal-client-metadata-id


https://api.sandbox.paypal.com/v2/checkout/orders/ORDER-ID/capture
https://api.sandbox.paypal.com/v2/checkout/orders/ORDER-ID/capture

